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Abstract:-

This paper presents wireless ad hoc network which communicate with each other by forming a
multi-hop radio network and maintaining connectivity in a decentralized manner. The principle
behind ad hoc networking is multi-hop relaying, which means that the messages are transmitted
by the other nodes if the target node is not directly reachable. For communications with the nodes
which are not within the radio range of nodes to the route must be taken from the intermediate
nodes to reach the destination. These intermediate nodes acts as router which receives the data
coming from the source and forwards the data to destination This situation is of potential security
concern as there can be attack possible by the intermediate node like Man in Middle Attack.
Hence an authentication procedure is be used for authenticating the mobile nodes to each other
and proper encryption decryption mechanisms is also employed. Also intermediate nodes can act
as malicious nodes which must be removed or alternate route should be found which does not
include nodes already used in previous route. Thus we have developed architecture will provide
secure routing mechanism which will use two kinds of encryption techniques. Then the possible

attacks are being analyzed and removed from the architecture.
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1. INTRODUCTION

A wireless ad hoc network is a collection of autonomous nodes or terminals which communicate
with each other by forming a multi-hop radio network and maintaining connectivity in a
decentralized manner. The principle behind ad hoc networking is multi-hop relaying, which
means that the messages are transmitted by the other nodes if the target node is not directly

reachable.

Due to these issues such as shared physical medium, lack of central management, limited
resources, no fixed and highly dynamic topology, ad hoc networks are much more vulnerable to

security attacks.

In an Ad Hoc network each mobile node discovers the neighbor nodes which are within
communication range and establishes direct communications paths with the nodes in the range.
For communications with the nodes which are not within the radio range of nodes to the route
must be taken from the intermediate nodes to reach the destination. These intermediate nodes acts
as router which receives the data coming from the source and forwards the data to destination
This situation is of potential security concern as their can be attack possible by the intermediate
node.. Here is where an authentication procedure must be used for authenticating the mobile
nodes to each other. Also the secure routing procedures must be used and proper encryption

decryption mechanisms must be employed.

1.1 SECURITY REQUIREMENTS:

The security requirements of MANETSs are similar to that of other networks. They can be briefly

summarized as follows:

e Access control: The need to restrict access of network resources to the authorized entities

and the unauthorized entities must be restricted from the use of the network resources.

e Authentication: The authentication scheme must be such that it properly identifies the
node and checks for the authenticity of the node and also checks that the node is actually
the same to which it claims to be. The mechanism must also check that the data packets

that are coming are from the source from which it are supposed to come from.
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e Integrity: Integrity ensures the data to be in its original form as it starts from the source. It

ensures that data is not being tampered on the way from source to destination.

o Confidentiality: It ensures that data from source to destination goes in such a way that no
other node on the way can have access to the data and only the authorized entity for which
the data has been intended to reach can have the access to the data. To ensure

confidentiality proper encryption decryption mechanism must be employed.

e Availability: Network resource must be available to only the authorized entities without

much delay.

2. ATTACK CATEGORIES ON AD HOC NETWORKS

The nodes in the Ad Hoc network are connected through the wireless range that every mobile
nodes and due to this they form a topology. Also in Ad Hoc network nodes can move at any time
resulting in the change of the neighbor and so because of this mobility the network topology

changes.
[ ]
[2]- [2]
[+] -
]

Figure shows the topology change by the movement of the nodes

Due to this continue mobility and change in the network topology there are various attack

possible on the networks. These attacks are divided in two categories:

1. ACTIVE
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2. PASSIVE
2.1 Active Attacks

Active attacks are those in which the attacker actually disrupts the traffic or send bogus packets to

the destination node. Some of active attacks are explained below:

2.1.1 Modification Attacks: Attacks using modification are generally targeted against the
wholeness of routing calculations and so by modifying routing information an attacker can cause
network traffic to be dropped, redirected to a different destination, redirected to take a longer
route to the destination increasing communication time and send back to such a node creating

loopback in the communication .

e The black and grey hole attacks are launched by modifying the routing packets to point to
a particular node, which in turn drops or forwards packets at its own judgment.

e Routing loop attacks takes place in by modify routing information in such a way that
routing packets take such a path that the packets traverse a cycle, so the packets will keep

on traversing in a circle and don’t reach their intended destination.

e In increase in route length attack routing information is modified in such a way that
routing packets take a longer path to the destination. This attacker in such cases are the
compromised nodes that lies in the path from source to destination and compromised

nodes send packets to a route longer that the shortest path possible.

e In Battery Exhaustion Attack routing packets are modified in such manner that the
network traffic is concentrated towards a single target node. This node’s battery will be

consumed in receiving excess packets.

2.1.2 Fabrication Attack: Fabrication attacks are performed by generating false routing
messages. These attacks are difficult to recognize as they are received as genuine routing
packets. The rushing attack is a typical instance of malicious attacks using fabrication. This
attack is targeted against on demand routing protocols that use duplicate containment at each

node. An attacker quickly disseminates routing messages throughout the network, suppressing
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any later genuine routing messages when nodes drop them due to the duplicate suppression.
Similarly an attacker can nullify a working route to a destination by fabricating routing error

messages claiming that a neighbor can no longer be contacted.

2.1.3. Impersonation Attack: A malicious node can launch many attacks in a network by
masquerading as another node (spoofing). Spoofing occurs when a malicious node
misrepresents its identity by altering its MAC or IP address or ID in order to alter the change
the look of the network topology to the other nodes. As an example, a spoofing attack allows
the creation of loops in routing information collected by a node with the result of partitioning

the network.

2.2 Passive Attacks: In passive attacks the attacker does not perturb the routing  protocol.
Instead, it only eavesdrops on the routing traffic and tries to extract valuable information like
node hierarchy and network topology from it. For example, if a route to a particular node is
requested more frequently than to other nodes, the attacker might expect that the node is
significant for the operation of the network, and disabling it could bring down the entire network.
Likewise, even when it might not be possible to isolate the exact position of a node, one may be
able to find out information about the network topology by analyzing the contents of routing
packets. This attack is virtually impossible to detect in the wireless environment and hence also
extremely difficult to prevent.

3. MAN IN MIDDLE ATTACK

The major attack on the mechanism is the main in the middle attack. The attack could be on the
routing mechanism that is being followed for communication between the two nodes. A node can
be compromised at any time in the network which can also be full member in the network.
Suppose that when the two nodes are communicating to each other they had to follow the route
which is of shortest length to the destination and in the route lies the malicious node. The attack

by a malicious node is possible in two ways:
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1. The transfer of keys take place when the communication is needed b/w two nodes. So while
transferring of public keys to each other. The middle node can impersonate the nodes by
transferring its own public key to the nodes and can disclose the contents of communication

which are not meant for it.

2. Second possibility is that the malicious nodes in the middle can disrupts the whole
communication either in the start of the communication or in the middle of communication.
Firstly node has to initialize the communication by sending the initialization request to the
receiver which can be interrupted by the malicious node. Secondly while the communication
starts then the malicious node can drop the packets and sender has no way to know that whether

the packets are received or not.

Figure shows the shortest path by dark lines from source to destination

3.1 SOLUTION
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In the routing mechanism used the route taken to receiving node is shortest path and malicious

node resides in the route. The scheme is as that each node must find alternate path to the

destination node which is not the shortest path.

The solution to the problem works in two phases:

1.

2.

Finding the shortest route to the destination

Finding the alternative path that does not involve any of the nodes that lies on the way to
shortest path. After that getting the acknowledgement from that path about the ongoing

communication.

Shortest Path Algorithm

Input to the algorithm is the NxN matrix that is the distance matrix generated at the start

of the algorithm.

Define an array that will store the distance and a matrix that will store the whole route.
Generate the neighbor list for the source node and put in the matrix

Starting from the first neighbor generate the next neighbor.

Check if that neighbor already exist in the list if yes than it is a loopback and goto step5
Generate the route from all the neighbors for the destination and continue on that path.
Generate the route to destination from all neighbors where ever possible.

Compare the route length generated by all the possible routes. Compare all the routes in

the distance matrix and choose the path to destination which has the lowest path length.

If there is no route possible to destination then print not found and exit else print the path

which has lowest path length.
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The shortest path algorithm is the basis for finding out the alternative path. The output path that is
being generated after running the shortest path algorithm is being passed to the alternate path

algorithm that generates the alternative path.

Algorithm to Find Alternate Path
1. Establish a network for any number of nodes.
2. Generate an NxN matrix and initialize all the elements of matrix with 0.
3. Calculate the distance from one node to all other nodes and store in an NxN matrix.

4. Give the range of the network node and set all other elements that are outside the

range to 0.
5. for (i=0;i<n;i++)
{
for (j=0;j<n;j++)
{
If j is neighbor of i
Neighborarray[i][j]=1;
Y}
Find the shortest path from source to destination.
6. Initialize the source node and put it in another array. Name the array as array [].

7. Search the neighbor list and pick a random node from the list and put that node in the

array.

8. Compare the random node with all the elements of the shortest path array. If the

array[top] element matches with any of the elements in the list then

Array[top]=0
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Top=top-1
Make the entry corresponding to that node in neighbor array as 0 Goto step 5
10. Compare the neighbor list of the generated node with all element of array.
If all the neighbor matches
{
Array[top]=0
Top=top-1
Make the entry corresponding to that node in neighbor array as 0
Goto step 5
}
Else
Pick a random node from the list and put it in the array
11. if array[top]=destination
then return route and exit

else Goto step 5

.Cluster Head

Possible Alternative Paths

11

Figure shows the possible alternative paths that can be traversed to reach the destination.
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4. SIMULATION AND RESULTS

Following table shows results of examples taken with their alternative route and delay time and

also shortest path with their delay time.

No. of | No. of | Shortest Time Alt. Alt. Time
Nodes | Edges | Distance(m) | Delay(sec) | Distance(m) | Delay(sec)
3 3 (1:3) 1.970 (1:2,2:3) 2.463
12 15
3 3 (1:2,2:3) 2.463 Does not | -
15 exist
4 5 (1:3, 3:4) 2.463 Does not | -
15 exist
4 6 (1:3,3:4) 2.463 (1:2,2:4) 2.627
15 16
5 7 (1:3,3:4,4:5) | 1.806 (1:2,2:5) 2.134
11 13
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